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release to that activity. Do not use general
statements, such as ‘““To other federal agen-
cies as required” or ‘“‘To any other appro-
priate federal agency’’.

(j) Polices and Practices for Storing, Retriev-
ing, Accessing, Retaining, and Disposing of
Records in the System:

(k) Storage: State the medium in which DA
maintains the records; for example, in file
folders, card files, microfiche, computer, or a
combination of those methods. Storage does
not refer to the storage container.

(1) Retrievability: State how the Army re-
trieves the records; for example, by name,
fingerprints or voiceprints.

(m) Safeguards: Identify the system safe-
guards; for example, storage in safes, vaults,
locked cabinets or rooms, use of guards, vis-
itor controls, personnel screening, computer
systems software, and so on. Describe safe-
guards fully without compromising system
security.

(n) Retention and Disposal. State how long
AR 25-400-2 requires the activity to maintain
the records. Indicate when or if the records
may be transferred to a Federal Records Cen-
ter and how long the record stays there.
Specify when the Records Center sends the
record to the National Archives or destroys
it. Indicate how the records may be de-
stroyed.

(0) System Manager(s) and Address: List the
position title and duty address of the system
manager. For decentralized systems, show
the locations, the position, or duty title of
each category of officials responsible for any
segment of the system.

(p) Notification Procedures: List the title
and duty address of the official authorized to
tell requesters if their records are in the sys-
tem. Specify the information a requester
must submit; for example, full name, mili-
tary status, SSN, date of birth, or proof of
identity, and so on.

(q) Record Access Procedures: Explain how
individuals may arrange to access their
records. Include the titles or categories of of-
ficials who may assist; for example, the sys-
tem manager.

(r) Contesting Records Procedures: The
standard language to use is ‘‘The Army’s
rules for accessing records, and for con-
testing contents and appealing initial agency
determinations are contained in Army Regu-
lation 25-71; 32 CFR part 505; or may be ob-
tained from the system manager.”’

(s) Record Source Categories: Show cat-
egories of individuals or other information
sources for the system. Do not list confiden-
tial sources protected by 5 U.S.C. 552a(k)(2),
(k)(5), or (kK)(7).

(t) Exemptions Claimed for the System: Spe-
cifically list any approved exemption includ-
ing the subsection in the Act. When a system
has no approved exemption, write ‘‘none”’
under this heading.
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APPENDIX G TO PART 505—MANAGEMENT
CONTROL EVALUATION CHECKLIST

(a) Function. The function covered by this
checklist is DA Privacy Act Program.

(b) Purpose. The purpose of this checklist is
to assist Denial Authorities and Activity
Program Coordinators in evaluating the key
management controls listed below. This
checklist is not intended to cover all con-
trols.

(c) Instructions. Answer should be based on
the actual testing of key management con-
trols (e.g., document analysis, direct obser-
vation, sampling, simulation, other). An-
swers that indicate deficiencies should be ex-
plained and corrective action indicated in
supporting documentation. These manage-
ment controls must be evaluated at least
once every five years. Certificate of this
evaluation has been conducted and should be
accomplished on DA Form 11-2-R (Manage-
ment Control Evaluation Certification
Statement).

TEST QUESTIONS

a. Is a Privacy Act Program established
and implemented in your organization?

b. Is an individual appointed to implement
the Privacy Act requirements?

c. Are provisions of AR 25-71 concerning
protection of OPSEC sensitive information
regularly brought to the attention of man-
agers responsible for responding to Privacy
Act requests and those responsible for con-
trol of the Army’s records?

d. When more than twenty working days
are required to respond, is the Privacy Act
requester informed, explaining the cir-
cumstance requiring the delay and provided
an appropriate date for completion.

e. Are Accounting Disclosures Logs being
maintained?

Comments: Assist in making this a better
tool for evaluating management controls.
Submit comments to the Department of
Army, Freedom of Information and Privacy
Division.

APPENDIX H TO PART 505—DEFINITIONS

FUNCTION

(a) Access. Review or copying a record or
parts thereof contained in a Privacy Act sys-
tem of records by an individual.

(b) Agency. For the purposes of disclosing
records subject to the Privacy Act, Compo-
nents of the Department of Defense are con-
sidered a single agency. For other purposes
including access, amendment, appeals from
denials of access or amendment, exempting
systems of records, and recordkeeping for re-
lease to non-DOD agencies, the Department
of the Army is considered its own agency.

(c) Amendment. The process of adding, de-
leting, or changing information in a system
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of records to make the data accurate, rel-
evant, timely, or complete.

(d) Computer Matching Agreement. An agree-
ment to conduct a computerized comparison
of two or more automated systems of records
to verify eligibility for payments under Fed-
eral benefit programs or to recover delin-
quent debts for these programs.

(e) Confidential Source. A person or organi-
zation who has furnished information to the
Federal Government under an express prom-
ise that the person’s or the organization’s
identity would be held in confidence or under
an implied promise of such confidentiality if
this implied promise was made before Sep-
tember 27, 1975.

(f) Cookie. A mechanism that allows the
server to store its own information about a
user on the user’s own computer. Cookies are
embedded in the HTML information flowing
back and forth between the user’s computer
and the servers. They allow user-side
customization of Web information. Nor-
mally, cookies will expire after a single ses-
sion.

(g) Defense Data Integrity Board. The Board
oversees and coordinates all computer
matching programs involving personal
records contained in systems of records
maintained by the DOD Component; reviews
and approves all computer matching agree-
ments between the Department of Defense
(DOD) and other Federal, State, and local
governmental agencies, as well as memo-
randa of understanding when the match is
internal to the DOD.

(h) Disclosure. The transfer of any personal
information from a Privacy Act system of
records by any means of communication
(such as oral, written, electronic mechan-
ical, or actual review) to any persons, pri-
vate entity, or government agency, other
than the subject of the record, the subject’s
designated agent or the subject’s legal
guardian. Within the context of the Privacy
Act and this part, this term applies only to
personal information that is a part of a Pri-
vacy Act system of records.

(i) Deceased Individuals. The Privacy Act
confers no rights on deceased persons, nor
may their next-of-kin exercise any rights for
them. However, family members of deceased
individuals have their own privacy right in
particularly sensitive, graphic, personal de-
tails about the circumstances surrounding
an individual’s death. This information may
be withheld when necessary to protect the
privacy interests of surviving family mem-
bers. Even information that is not particu-
larly sensitive in and of itself may be with-
held to protect the privacy interests of sur-
viving family members if disclosure would
rekindle grief, anguish, pain, embarrass-
ment, or cause a disruption of their peace
minds. Because surviving family members
use the deceased’s Social Security Number
to obtain benefits, DA personnel should con-
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tinue to protect the SSN of deceased individ-
uals.

(j) Individual. A living person who is a cit-
izen of the United States or an alien lawfully
admitted for permanent residence. The par-
ent or legal guardian of a minor also may act
on behalf of an individual. Members of the
United States Armed Forces are individuals.
Corporations, partnerships, sole proprietor-
ships, professional groups, businesses, wheth-
er incorporated or unincorporated, and other
commercial entities are not individuals.

(k) Individual Access. The subject of a Pri-
vacy Act file or his or her designated agent
or legal guardian has access to information
about them contained in the Privacy Act
file. The term individual generally does not
embrace a person acting on behalf of a com-
mercial entity (for example, sole proprietor-
ship or partnership).

(1) Denial Authority (formerly Access and
Amendment Refusal Authority). The Army
Staff agency head or major Army com-
mander designated authority by this part to
deny access to, or refuse amendment of,
records in his or her assigned area or func-
tional specialization.

(m) Maintain. Includes keep, collect, use or
disseminate.

(n) Members of the Public. Individuals or
parties acting in a private capacity.

(0) Minor. An individual under 18 years of
age, who is not married and who is not a
member of the Department of the Army.

(p) Official Use. Within the context of this
part, this term is used when Department of
the Army officials and employees have dem-
onstrated a need for the use of any record or
the information contained therein in the per-
formance of their official duties.

(q) Personal Information. Information about
an individual that identifies, relates, or is
unique to, or describes him or her, e.g., a so-
cial security number, age, military rank, ci-
vilian grade, marital status, race, salary,
home/office phone numbers, etc.

(r) Persistent cookies. Cookies that can be
used to track users over time and across dif-
ferent Web sites to collect personal informa-
tion.

(s) Personal Identifier. A name, number, or
symbol that is unique to an individual, usu-
ally the person’s name or SSN.

(t) System of Records. A group of records
under the control of the DA from which in-
formation is filed and retrieved by individ-
uals’ names or other personal identifiers as-
signed to the individuals. System notices for
all systems of records must be published in
the FEDERAL REGISTER. A grouping of
records arranged chronologically or subjec-
tively that are not retrieved by individuals’
names or identifiers is not a Privacy Act sys-
tem of records, even though individual infor-
mation could be retrieved by individuals’
names or personal identifiers, such as
through a paper-by-paper search.
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(u) Privacy Advisory. A statement required
when soliciting personally identifying infor-
mation by a Department of the Army Web
site and the information is not maintained
in a system of records. The Privacy Advisory
informs the individual why the information
is being solicited and how it will be used.

(v) Privacy Impact Assessment (PIA). An
analysis, which considers information sensi-
tivity, vulnerability, and cost to a computer
facility or word processing center in safe-
guarding personal information processed or
stored in the facility.

(w) Privacy Act (PA) Request. A request
from an individual for information about the
existence of, access to, or amendment of
records pertaining to that individual located
in a Privacy Act system of records. The re-
quest must cite or implicitly refer to the
Privacy Act of 1974.

(x) Protected Personal Information. Informa-
tion about an individual that identifies, re-
lates to, is unique to, or describes him or her
(e.g., home address, date of birth, social se-
curity number, credit card, or charge card
account, etc.).

(y) Records. Any item, collection, or group-
ing of information, whatever the storage
media (e.g., paper, electronic, etc), about an
individual that is maintained by a DOD Com-
ponent, including but not limited to, his or
her education, financial transactions, med-
ical history, criminal or employment history
and that contains his or her name, or the
identifying number, symbol, or other identi-
fying particular assigned to the individual,
such as a finger or voice print or a photo-
graph.

(z) Records Maintenance and Use. Any ac-
tion involving the storage, retrieval, and
handling of records kept in offices by or for
the agency.

(aa) Review Authority. An official charged
with the responsibility to rule on adminis-
trative appeals of initial denials of requests
for notification, access, or amendment of
records. Additionally, the Office of Personnel
Management is the review authority for ci-
vilian official personnel folders or records
contained in any other OMP record.

(bb) Routine Use. Disclosure of a record
outside DOD without the consent of the sub-
ject individual for a use that is compatible
with the purpose for which the information
was collected and maintained by DA. A rou-
tine use must be included in the notice for
the Privacy Act system of records published
in the FEDERAL REGISTER.

(ce) Statistical record. A record in a system
of records maintained for statistical re-
search or reporting purposes and not used in
whole or in part in making determinations
about specific individuals.

(dd) System Manager. An official who has
overall responsibility for policies and proce-
dures for operating and safeguarding a Pri-
vacy Act system of records.
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(ee) Third-party cookies. Cookies placed on
a user’s hard drive by Internet advertising
networks. The most common third-party
cookies are placed by the various companies
that serve the banner ads that appear across
many Web sites.

(ff) Working Days. Days excluding Satur-
day, Sunday, and legal holidays.

PART 507—MANUFACTURE AND
SALE OF DECORATIONS, MED-
ALS, BADGES, INSIGNIA, COM-
MERCIAL USE OF HERALDIC DE-
SIGNS AND HERALDIC QUALITY
CONTROL PROGRAM
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